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- Converged backup, dedupe storage & vault

- Survivable from attack, nothing running in hypervisor

f m 3 Virtual Machines
& Physical Servers - No Windows, no downtime upgrade, minimal attack surface

e - Multi-TB to Multi-PB cluster, masterless, fault tolerant, massive

e parallelism
Air Gap l[" 1]'
e Em ] - End-to-End by default, validated FIPS 140-2, BYOK via KMS
o |
S Prod - OS, shell & storage not accessible on the network (no NFS/SMB)
Storage
Rubrik 0 - 100% of backups CANNOT modified/encrypted, append only filesystem
Data Recoverable
(C\lfautlt ) <24 Hour RTO - Mandatory MFA, local users w/TOTP, retention lock & NTP protection
uster

- 1st copy, scale-out performance, reduce RPO & RTO
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- Converged backup, dedupe storage & vault

- Survivable from attack, nothing running in hypervisor
- No Windows, no downtime upgrade, minimal attack surface

- Multi-TB to Multi-PB cluster, masterless, fault tolerant, massive
parallelism

- End-to-End by default, validated FIPS 140-2, BYOK via KMS
- OS, shell & storage not accessible on the network (no NFS/SMB)
- 100% of backups CANNOT modified/encrypted, append only filesystem
- Mandatory MFA, local users w/TOTP, retention lock & NTP protection

- 1st copy, scale-out performance, reduce RPO & RTO
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Data Resilience - Zero Trust Data Management

End-to-End Encryption
- All data encrypted in-flight using TLS 1.2 SHA-512 hash
- All data encrypted at-rest to FIPS 140-2 Level 2 RSA 2048-bit key
- Key mgmt using TPM or KMIP for key rotation
- No internal NFS/SMB, no ability to spoof, intercept or read from network

Secure AD User/Group Logins & RBAC
- Integrate into RSASecurlD, Duo, anything SAML2.0 compliant
- Multi-factor on all AD integrated logins, alerts/syslog for failed logins
- RBAC, read-only admins, least privilege access & API tokens

Secure Local Admin Logins
- Built-in TOTP (Time-based One-Time Password)
- Secure local accounts in minutes any Android/IOS device
- Removes backdoor of local account access, also applies to SSH
- Required account for recovery in event of attack (AD compromised)

Retention Lock (support driven process)
- Prohibits backup admin from expiring backups prematurely
- No removal of replication, archiving, re-assign, shorten of retention
- Prohibits all node/cluster resets & NTP poisoning/drift (monotonic clock)
- Cohasset validated - SEC 17a-4(f) & FINRA 4511(c) compliant

Bunker-in-a-box
Hardened Secure Linux Build
Vendor Patched & No Shell Access
IPMI/OOB Mgmt Disconnected

Air Gap + Immutable + Encryption + Secured Logins + Retention Lock + NTP Protection
= Impenetrable From Ransomware Attacker
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Cork
Call Rubrik support & report attack (1-650-300-5962) o Amsterdam

d Netherlands
| e BN

Global 24x7x365 team for all Rubrik customers

Majority of attacks on weekends & national holidays

Over 150 ransomware recoveries performed § Japan

Al Ndrig
Bridge between Data Protection, Security & Incident Response Ca”fct)‘r’nia Ba?gde_:llore '
naia
Kansas City . (0]
. . . Raleigh v Sydne
Consistent, confidential, custom & speedy recovery Kansas Nonﬁ Aistraﬁ’
Carolina a

We stay until you no longer need us
a0h. .
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Ransomware Recovery Warranty

Rubrik
Enterprise Edition™ T —

Enterprise Edition Customer Experience Manager

& Monthly health checks

*Warranty provides payout of up to $10m, based on data protected by Rubrik. For recovery related expenses. Subject to terms and conditions.

250 TB — 500 TB $250K payout

500 TB — 750 TB $500K payout

750TB — 5 PB $1mil payout

5 PB - 10 PB $5 mil payout

10 PB and above $10 mil payout



5000+ customers. 100% Protected.
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Don’'t Backup. Go Forward.




